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10.0 16JUNE2023 Minor amendments to Section 7  DS AC 

 







 



 

 

 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

Charges Means the charges and fees set out in the Proposal for the Services and such other charges and fees as may be agreed 

in writing between the Parties from time to time. 

Client The relevant Peacock Engineering Ltd customer or consumer of Services 

Cloud Hosting Services Services provisioned by PEL in relation to the hosting of software products and applications for Clients on either public 

or private cloud platforms. 

Consultant Means resource either employed or subcontracted by Peacock Engineering Ltd required to perform Services.

Effective Date Means the date of the start of this agreement which will be the date this agreement is counter-signed. 

Expenses Means Travel, Subsistence and Accommodation expenditure incurred as a consequence of undertaking the Services.

Foreground Information Means all Information generated in the course of or arising from the performance of the agreement, excluding residual 

information such as new skills, know-how and knowledge.

Information Means information whether written or oral or in any form, including but not limited to documentation, specifications, 

reports, data, notes, drawings, samples, computer outputs and inventions whether patentable or not.

MSA Master Services Agreement (this agreement)

Parties Means Peacock Engineering Ltd and Client.

Private Cloud Computing services offered either over the internet or a private internal network and only to select users instead of the 

general public 

Professional Services Means consultancy services provided to the client to provide Deliverables or ongoing support. 

Public Cloud Computing services offered over the internet to any organizations or individuals who want to use or purchase them 

Restricted Person Shall have the meaning set out in clause 3.8. 

Restricted Supplier Shall have the meaning set out in clause 3.8. 

Service Hours Means during 08h00 and 17h30 Monday to Friday, excluding bank and public holidays in England and Wales;

Services Means the Services described in the Proposal as may be amended by agreement between the parties in writing, and 



such services as may be listed in a Specification or Statement of Work.

Specification Means a written description of tasks as agreed from time to time between the Parties which shall be attached to and 

form part of this agreement. 

Statement of Work Means a written statement of tasks to be undertaken as agreed between the parties. 
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PRIMARY SUPPORT PROVIDER RESPONSIBILITIES 

Responsibility to act as Primary Support Provider: providing one single support provider 

channel for Client to interact with, and retaining ownership of all tickets and cases on Client’s 

behalf until satisfactory resolution 

X   

Responsibility to act as Primary Support Provider: responsibility for all monthly support case 

reporting, stats and metrics packs to be provided to Client 

X   

Responsibility to act as Primary Support Provider: responsibility for all quarterly Service 

Reviews for Client 

X   

Responsibility to act as Primary Support Provider: responsibility for, authoring and ownership 

of Operational Support Guide (OSG) documentation and all ITIL processes relating to the 

support provision therein 

X   

Responsibility to act as Primary Support Provider: responsibility for all Change and Release 

Management processes and Change and Release Standard Operational Procedure (SOP) 

documentation 

X   

Responsibility to act as Primary Support Provider: responsibility to act as the sole central 

repository authority for all code and configuration records 

X   

Responsibility to act as Primary Support Provider: responsibility to act as the technical 

authority for all new or proposed change, assessing against PEL and software vendor best 

practice and historical constitutional change methodologies to ensure strong constitutional 

change methods and consistent approach to delivery of change  

X   

Responsibility to undertake all Performance Management baselining then onwards BAU 

reporting: to ensure that the speed and responsiveness of the Supported Solution, along with 

the user experience, is not affected or impacted and is kept up to initially baselined levels 

X   

Responsibility to undertake all Capacity Management baselining then onwards BAU reporting: 

to ensure that the Supported Solution is suitably resourced to be capable of handling the 

required concurrent user numbers and data processing  

X   

Responsibility for all processes relating to Major Incident Management and to play the Primary 

Support Provider role in bringing all required war room resources together to engage in Major 

Incident resolution 

X   

APPLICATION LAYER SUPPORT – THE SUPPORTED SOLUTION 

Support for all or any Incidents which threaten business continuity of the Supported Solution  

– includes initial diagnosis and triage, simulation and quantification (if applicable), and working 

through to remedy/resolution 

X   
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Support for all or any Incidents which threaten the baselined user experience by means of 

system responsiveness degradation stemming from either identified root causal factors or 

natural system growth, and all associated actions and remedies required to bring back to 

baselined levels 

X   

Authoring and deployment of all or any Change to the Supported Solution (see ‘Definitions of 

Defect and Change’ at Appendix A) 

 X  

Support accountability for the middleware and underlying application layer platforms (such as 

IBM Websphere Liberty) within the OpenShift clusters 

X   

Support accountability for the database product and platform including Maximo Manage 

database schema support and maintenance  

X   

Responsibility for the design, management and ongoing BAU maintenance of the database 

backup regime; and ownership of the Database Backup Plan Standard Operating Procedure 

document 

X   

Responsibility and accountability of the Supported Solution availability/uptime for Client end 

users (including any reporting of same to Client) 

X   

Responsibility for the support of the implemented utility within IBM Maximo Manage which 

checks the data validity for invoices (‘Invoice Validator’) – subject to successful handover of 

source code and successful completion of any requisite training or familiarization required in 

order for PEL to transition or assume control and onwards support   

X   

4th LINE VENDOR SUPPORT RESPONSIBILITIES 

Responsibility to work with all or any external software product vendors (specifically and 

explicitly detailed within the Statement of Work for the Managed Cloud Service) involved with 

the Supported Solution at a 4th Line level (for core or inherent software product bugs or issues) 

on Client’s behalf - to raise tickets with vendor then own through to satisfactory conclusion  

X   

Responsibility to simulate and quantify any suspected core or inherent software product bugs 

or issues in a non-live environment to determine that the issues are core or inherent issues 

needing remedy by software product vendor (if applicable/required) 

X   

INFORMATION AND DATA SECURITY 

Responsibility for authoring, managing, owning and maintaining all documentation, processes 

and policies relating to Information Security - including Major Incident Management policies 

and processes relating to Information Security breaches, unauthorized access or loss of 

integrity of data (potential or actual) 

X   
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• 1x (one) Production environment  

• 1x (one) Non-live environment 
 

 

 

 



 

 

 

 
 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 



 

 

 

 

 



 

 

 



 

 

  Non-Critical Security Patch/Update Critical Security Patch/Update[1] 

   

 



 

 

 



 

 

 

 

Maintenance Expected Frequency Outage Time Notice to Client Communication Method 

General Infrastructure 

related: patching of server 

OS, DB platform, 

middleware, 

containerization 

No more than monthly 

unless urgent 

vulnerability patching 

required 

Up to 4 Hrs to be 

undertaken outside ‘Service 

Hours’; exact window to be 

communicated in advance 

Minimum 7 Working 

Days (56 ‘Service Hours’) 

To Client’s pre-determined 

list of service owners  

Critical vulnerability 

patching (for CVSS 9.0 to 

10.0 critical severity 

vulnerabilities)  

As and when identified in 

vulnerability scanning

Up to 4 Hrs to be 

undertaken outside ‘Service 

Hours’; exact window to be 

communicated in advance 

Minimum 1 Working Day (8 

‘Service Hours’) 

To Client’s pre-determined 

list of service owners  

Server reboots (planned as No more than monthly but Up to 2 Hrs to be Minimum 7 Working To Client’s pre-determined 



part of preventative 

maintenance schedule) 

only as and when required undertaken outside ‘Service 

Hours’; exact window to be 

communicated in advance 

Days (56 ‘Service Hours’) list of service owners  

Failover / Disaster Recovery 

Testing 

Annually Up to 16 Hrs to be 

undertaken outside ‘Service 

Hours’; exact window to be 

communicated in advance 

Minimum 20 Working Days 

(160 ‘Service Hours’, or 4 

calendar weeks) 

To Client’s pre-determined 

list of service owners  

Server OS / DB platform / 

middleware upgrade  

No more than 18-

monthly but as and when 

required

Up to 14 Hrs to be 

undertaken outside ‘Service 

Hours’; exact window to be 

communicated in advance 

Minimum 7 Working Days 

(56 ‘Service Hours’) 

To Client’s pre-determined 

list of service owners  
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INFRASTRUCTURE AND HOSTING – INFRASTRUCTURE LAYER 

Cloud hosting services of the Supported Solution including all or any public cloud 

Infrastructure, appliances, compute resource, DNS resources, internet gateways, load 

balancers, firewalls, SSL certificates etc or cloud vendor services 

X   
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Support for Incidents which threaten business continuity of the Supported Solution with root 

causal factors in infrastructure, server OS or public cloud layer – includes initial diagnosis 

and triage, simulation and quantification (if applicable), and working through to 

remedy/resolution 

X   

Responsibility and accountability of the Supported Solution availability/uptime for Client end 

users (including any reporting of same to Client) – for all factors in the infrastructure, server 

OS or public cloud layer 

X   

Responsibility of monitoring and alerting regime - for all factors and elements within the 

infrastructure, server OS or public cloud layer – includes initial design then BAU support 

management onwards of such regime  

X   

Responsibility for management of all or any infrastructure compute resource: CPU, RAM, 

Disk, EBS, SAN etc, and any ongoing tuning, addition of resources, scaling up or down of 

resources etc: as or if necessary 

X   

Responsibility for management of the public cloud vendor web portal and all or any 

administrative or management functions required to be undertaken within the public cloud 

vendor web portal 

X   

Responsibility for carrying out all or any required vulnerability scanning and identification of 

necessary associated remedial actions 

X   

Responsibility for undertaking any remedial actions identified by vulnerability scanning X   

Responsibility for the ownership, authoring and onwards management of the Disaster 

Recovery Plan Standard Operating Procedure (SOP) document 

X   

Responsibility for the management and planning of the annual testing of the Disaster 

Recovery Plan and for carrying out such annual testing 

X   

Responsibility for all or any penetration testing (as or if required/requested): includes 

management, planning and responsibility for execution 

X   

Responsibility for all or any remedial actions identified from penetration testing exercises  X   

Responsibility for the ownership, management and tracking processes for the SSL 

certificate/secret keys, to manage and ensure that all or any SSL certificate/secret keys are 

replaced or renewed before their expiry date (to avoid major incidents) 

X   

Responsibility for the generation of all or any new or renewed SSL certificate/secret keys, to 

be generated at least 30 days before current SSL certificate/secret keys will expire 

X   

Responsibility for the application of all or any new or renewed SSL certificate/secret keys 

into all or any application components  

X   
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FTP and/or SFTP and/or SMTP server provision, maintenance, security, management and 

patching – as and if required 

X   

WSUS or equivalent secure upgrade or patch store management facilities server provision, 

maintenance, security, management and patching – as and if required 

X   

DNS server provision, maintenance, security, management and patching – as and if required X   

MAJOR AND MINOR APPLICATION VERSION UPGRADES 

Responsibility to upgrade IBM Maximo Manage – application of Hotfixes released by vendor 

to fix a specific core issue experienced by the Supported Solution   

X   

Responsibility to upgrade IBM Maximo Manage – application of IFixes which may be 

required to have a beneficial impact to the Supported Solution but which are not needed for 

the IBM Maximo Manage version to remain within vendor support – covered within scope 

to a maximum of four (4) iFix applications per annum within the support period term 

X (up to 

and 

including 

four (4) 

per 

annum) 

X (more 

than four 

(4) per 

annum) 

 

Responsibility to upgrade IBM Maximo Manage – Long Term Support Release (LTSR) 

packages –releases which are selected by IBM to be supported through an extended period 

of time as Long Term Support Releases 

 X  

Responsibility to upgrade IBM Maximo Application Suite – Major version release to bring 

new features and new functionality or enhancements 

 X  

Responsibility to upgrade IBM Maximo Application Suite – Featurepack releases to bring 

new features and new functionality or enhancements 

 X  

Responsibility to upgrade IBM Websphere – any security or bug fix updates or upgrades as 

required to keep within vendor support 

X   

Responsibility to upgrade IBM Websphere – any major version upgrades to bring new 

features and new functionality or enhancements  

 X  

Responsibility to upgrade IBM DB2 – any security or bug fix updates or upgrades as 

required to keep within vendor support 

X   

Responsibility to upgrade IBM DB2 – any major version upgrades to bring new features and 

new functionality or enhancements  

 X  

Responsibility to upgrade RedHat Openshift OCP – any security or bug fix updates or 

upgrades as required to keep within vendor support 

X   

Responsibility to upgrade RedHat Openshift OCP – any major version upgrades to bring 

new features and new functionality or enhancements  

 X  

Responsibility to support any issues or problems caused to the Supported Solution after all 

or any updates or upgrades have been applied –all or any work required with software 

X   
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product vendor to simulate and quantify issues as inherent or core bugs, raising tickets with 

software product vendor and owning ticket/case through to satisfactory resolution     

Responsibility to support any issues or problems caused to the Supported Solution after all 

or any updates or upgrades have been applied –all or any work required for PEL to provide 

consultancy services to write, change or amend code or extend classes with newly-authored 

code – (if applicable and possible), provide any configuration changes as required through 

front-end configuration tools such as automation scripts/conditional expressions/the 

Application Designer tool/the Config DB tool/Maximo domains/object structures etc; to work-

around, resolve or negate/mitigate issues or problems introduced by updates or upgrades 

that require PEL’s consultancy to directly affect outside of the vendor support 

 X  
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